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In the AI Age, security is measured not by how fast we find our
flaws, but by how fast we repair them — together.

I. October 21, 2026

On October 21, 2026, the maintainers of PHP, the programming language used by
roughly 70 percent of websites whose server-side language is known, released
emergency fixes for two critical flaws. Together they became known as PHP2Shell. They
could enable unauthenticated remote code execution on affected servers: an outsider,
without any login, taking control of the machine. Wiz, one of the research firms that
found them, judged that they “rank among the most severe vulnerabilities discovered in
PHP, and arguably in software history.”

The flaws had been found by artificial intelligence. Researchers at the security firm Calif,
working with OpenAl’s cybersecurity models, reported the first on August 11; Wiz
reported the second on August 24. For two months OpenAl, Wiz, Calif and the PHP
maintainers worked together in confidence: they built and tested the fix, prepared
protections with security and cloud providers, and readied the disclosure. This was
responsible work, done well. Then details leaked, the release was moved forward by a
day, and within hours, according to Cloudflare’s chief executive, there were millions of
attempts to exploit it.

Governments responded as if to a storm. The U.S. National Security Agency advised
organizations to take systems offline if they could not update at once. Authorities in
Germany, France, Belgium, the Netherlands, Finland and the Czech Republic took
government websites offline. Japan’s Prime Minister personally urged administrators to

Boston Global Forum ¢ AIWS ¢ The Beacon Papers - No. 17 « 1



check their systems. On the same day, attackers planted malicious code in LiteLLM, a
widely used open-source gateway to AI models, and it emerged that private keys held by
an Indian certificate authority, the keys on which websites rely to prove who they are,
had been compromised. The week before, Microsoft had fixed a record 1,411 flaws in a
single monthly release, a number it attributes in part to its own use of Al to find them.

Together, these incidents expose a shared structural weakness of the digital world in the
Al Age.

II. What AI Has Already Given to Security

It must be said first, and plainly: artificial intelligence is the most powerful ally that
the defense of the digital world has ever had.

PHP2Shell was found by defenders before it was found by criminals. “To our knowledge,”
OpenAl stated, “frontier Al found these vulnerabilities before attackers did.” In July
2025, Google reported that its Al agent Big Sleep had identified a critical flaw in SQLite
that attackers were preparing to use, and that it was closed before they could; Google
called it the first time an Al agent had directly foiled the exploitation of a vulnerability in
the wild. In August 2025, the systems built for DARPA’s Al Cyber Challenge found 54 of
63 planted vulnerabilities in more than 54 million lines of code, produced patches for 43
of them, submitted in an average of 45 minutes within the competition, and discovered 18
real, previously unknown flaws.

Flaws buried in code for twenty years can now be found in weeks. Defenses that once
required rare experts can now be extended to every hospital, school and city hall. The
danger is not Al in security. The danger is an imbalance that AI has created, and
that Al, guided by capable people and supported by accountable institutions, can
help close.

II1. The Repair Gap

The imbalance is this. Discovery now scales with computing power. Repair still scales
with people. A flaw is found once, by a machine, in an afternoon. It must be repaired
thousands of times: by the volunteer who maintains the code, the vendor who packages
it, the ministry, hospital or small business that runs it, each with its own staff, budget and
calendar.

This paper names that distance the Repair Gap: the time from the earliest documented
discovery of a flaw to the moment the people who depend on a system are confirmed to be
protected. It has two parts that can be measured. The Repair Interval runs from
documented discovery to a verified fix. The Protection Interval runs from that fix to
confirmed protection of the systems people actually use. A temporary mitigation narrows
the gap; it does not close it. The gap closes when durable remediation, through a verified
fix or the replacement or retirement of the vulnerable component, is implemented and



confirmed. Where a weakness is noticed before it is confirmed as a security vulnerability,
both dates are recorded; the time between them belongs to the gap. For most of the
history of computing, the gap was hidden, because discovery was slow and exploitation
was hard. Neither is true any longer. PHP2Shell shows both changes at once.

First, Al has broken the assumption behind the old rule of triage, under which only flaws
proven to be exploitable were treated as urgent. One of the weaknesses behind
PHP2Shell had been noticed as early as 2020 and found again in a 2024 audit. It was not
fixed then, because no one had shown that it could be exploited. Al agents turned it into a
working attack in a matter of weeks. As Wiz put it, the difficulty of exploitation “is no
longer a barrier.” The absence of a demonstrated exploit can no longer, by itself, justify
postponing repair.

Second, secrecy is no longer a reliable shelter. The window in which defenders held the
discovery lasted two months, and then it leaked. Amazon’s threat sensors recorded an
attempt on October 17, four days before the public disclosure. The same capability that
lets a defender find a flaw lets an adversary find it again, or learn of it. Every hour
between discovery and repair now belongs to whoever moves faster.

There is a third, quieter cost. Al that finds without helping to repair becomes a burden on
the very people it means to help. In May 2026, the PHP Foundation reported that its
maintainers were receiving a sharply rising volume of vulnerability reports, many
“bearing the hallmarks of lazy Al generation,” which consumed their time and buried the
real issues. A report is not a repair. Discovery delivered to people who cannot absorb it
widens the gap it was meant to close.

In the AI Age, the security of a civilization is measured not by how many flaws it
can find, but by how fast it can repair them.

IV. The Unseen Commons

Beneath every government website, bank and hospital lies a foundation that almost no
one sees: open-source software, written over decades, shared freely, and maintained
largely by small groups of volunteers. PHP runs most of the visible web. When the PHP
Foundation formed an Ecosystem Security Team in May 2026 to face the rising tide of Al-
era reports, its grant provided for one full-time role, for six months, alongside a few
further goals that volunteers could not cover.

This is the Unseen Commons: the shared foundation of digital life, on which states,
corporations and AI laboratories depend, and for whose care almost no one is
responsible. The attack on LiteLLM shows that the infrastructure of Al itself now belongs
to this commons. The compromise of a certificate authority shows that even the anchors
of trust can fail.

When the commons breaks, the cost falls on people who were never in the room: the
citizen who cannot reach a public service on the day the ministry goes dark, the small



business owner who has never heard of PHP, the volunteer maintainer asked to carry the
security of the world in their spare hours. A civilization cannot rest its daily life on a
foundation that it does not see and does not maintain.

V. The AIWS Answer: Human-Al Co-Repair

The answer is not to slow discovery. It is to make repair travel at the speed of discovery.
The coordinated work behind PHP2Shell showed that this is possible. What it did not
establish is who is responsible when goodwill alone does not organize it, and who carries
the repair the last mile, to the ministry, the hospital and the small business where people
are actually protected.

AIWS calls its answer Human-AI Co-Repair: the method of Human-AI Co-Creation
applied to the security of the shared foundations. Human-AI Co-Repair turns
coordinated repair into a continuing institutional responsibility, measured by
the protection actually delivered to people. Its rule is simple. The intelligence that
finds a flaw must also help to repair it; human beings who understand the system must
judge, authorize and own the repair; and the work is finished not when a patch is
published, but when the people who depend on the system are protected.

In practice, every consequential flaw discovered by AI should travel with a Repair
Package, prepared by Al and verified by people:

Evidence — the flaw, reproduced and confirmed, with its severity and reach.
A proposed fix — a candidate repair, written by Al for those who maintain the code.

Proof of the fix — tests demonstrating that the flaw is remediated and checking for
regressions, with remaining uncertainties stated.

An explanation — in plain language, so that the people responsible understand
what they are approving.

Guidance for operators — how to deploy the fix, and what to do in the meantime
where it cannot yet be applied.

Detection — rules that let defenders recognize attempts to exploit the flaw.

Al drafts; people decide. This division is not a courtesy. Beacon Papers No. 11 established
that capability is not authority, and No. 16 that no discovery should enter humanity’s
knowledge without a path to understanding. A patch that no one understands is the next
flaw waiting to be found. In Co-Repair, the machine does the labor at machine speed, and
the human being remains the author of the decision. And the package serves the warning,
never the reverse: an urgent, credible warning must not be delayed because a
complete Repair Package is not yet available.

From this follows the principle at the center of this paper: the power to find carries the
duty to help repair. Responsible disclosure, the ethic of recent decades, asked those
who found flaws to report them quietly. The Al Age requires responsible repair:
whoever holds AI capable of finding vulnerabilities at scale owes the world not only the



report, but a proportionate contribution to verified remediation. A frontier laboratory
carries a different measure of that duty than an independent researcher.

VI. Beyond Patching: Five Higher Solutions

Co-Repair closes the gap one flaw at a time. A civilization must also act at the level of its
foundations. AIWS proposes five measures.

The Renewal of the Foundations. PHP2Shell grew out of memory-handling errors
deep in code written in C, the oldest and most common class of weakness in the
software that runs the world. Al makes it possible, at a scale never before practical,
not merely to patch the foundations but to renew them: to read code written decades
ago, explain it, and rebuild the most critical components in memory-safe form,
verified wherever possible by formal proof, with human engineers understanding
and owning every part. Patching repairs yesterday’s flaw. Renewal removes whole
classes of tomorrow’s.

The Repair Gap as a public measure. What is not measured is not repaired. ATWS
proposes that the AIWS Trust Observatory (Beacon Papers No. 13) track the Repair
Gap of the software on which public life depends, and of the institutions that run it,
reporting both the Repair Interval and the Protection Interval, and distinguishing
temporary mitigation from durable remediation. Its watch should extend to the
cybersecurity and data security of Al: flaws found by Al, attacks on the infrastructure
of Al itself, Al used as an instrument of attack, and the data that Al systems collect
and hold. Security is a precondition of trust, and this work is part of AIWS Trust
Infrastructure. AIWS Trust Rating should treat the capacity to repair as a mark of
trustworthiness. A nation’s security can then be seen in the speed with which it
heals.

How the Observatory discloses. When the Observatory finds such a problem, it
does not announce it to the public. It works directly with the companies and
institutions concerned, proposes ideas for a solution, and presses for the flaw to be
remedied and the matter resolved; when that is complete, it publishes. Because
secrecy is fragile, this confidence exists to shorten the time to repair, never to
lengthen the time a flaw stays hidden. Deadlines are set in proportion to the risk,
after the responsible party has had the opportunity to respond. If a party fails to act
within that time, the Observatory makes public that the problem exists and who has
not acted, disclosing nothing beyond what users need to protect themselves. Where
users must act at once and the responsible party has not warned them, the
Observatory issues an actionable warning that withholds exploit-enabling detail, as
Section V requires.

The Repair Dividend. Those who draw the greatest value from the Unseen
Commons — frontier Al laboratories, cloud providers, large enterprises and
governments — should return a share of their Al capacity and expertise to its care. A



defender’s window should not be a favor granted by whoever happens to find a flaw
first. It should be a standing commitment, in which defensive Al serves the shared
foundations before it serves anything else.

Civilian Immunity of the Commons. A flaw in software on which civilian life
depends is a danger to everyone who uses it. AIWS proposes that states and
companies commit that wvulnerabilities in these shared foundations, however
discovered, be delivered for repair and never stockpiled for attack. A hospital in one
country runs the same code as a ministry in another. To hold such a flaw in reserve is
to hold every civilian population hostage at once.

A generation of defenders. No measure endures without the people to carry it. The
repair of the digital world must become a human vocation of the AI Age, taught in
universities and practiced in every institution. AIWS proposes that AIWS University
and the Human Advancement Test (Beacon Papers No. 15) help form defenders who
become more capable with Al, not dependent upon it: people who can read what the
machine has found, judge what it proposes, and stand behind the repair.

VII. Proposed Articles for the Constitution for Humanity

To give these measures a lasting foundation, AIWS proposes the following two articles for
the AIWS Constitution for Humanity in the Al Age:

The Security of Humanity’s Shared Foundations

1. The software and systems on which civilian life depends are a common
inheritance of humanity.

2. Whoever discovers a vulnerability in them, by human or artificial means,
shall convey it securely to those responsible for its repair, and shall not retain
it for attack.

3. Those who hold the capacity to discover vulnerabilities at scale bear a duty,
proportionate to that capacity, to contribute to their verified repair.

4. Repairs of these foundations shall remain under accountable human
authority; automated repair is permitted only when explicitly authorized, with
verification and recovery safeguards proportionate to risk.



PROPOSED ARTICLE 1II

The Security of Persons and Their Data
1. Every person has the right to the security of their personal data and of the
digital systems on which their life depends.

2. Whoever collects or holds personal data, or operates Al systems that use it,
bears a duty to protect it, to inform those affected when it is compromised,
and to repair the breach without delay.

3. No state, organization or person shall attack the infrastructure on which
civilian life depends, by artificial intelligence or by any other means.

4. Al systems shall be protected against tampering, theft and poisoning in
proportion to the authority entrusted to them.

5. Security shall never be invoked to justify mass surveillance or cognitive
control. A security that places every citizen under watch is not the protection
of the people; it is power over them.

VIII. A Civilization That Can Repair Itself

Civilizations have never endured because nothing in them broke. They endured because
they learned to repair: their roads and bridges, their laws, their institutions, and their
trust in one another. The Al Age adds a new demand to this old wisdom. Artificial
intelligence will find more of our flaws, and find them faster, than any generation before
us could have imagined. Whether that becomes a danger or a gift depends on one
question: will we build a civilization able to repair itself at the speed of its own discovery?

AIWS Civilization answers with Human-AI Co-Creation. Let Al find. Let Al help repair.
Let human beings understand, decide and renew. Then every flaw that AI uncovers
becomes not a threat to the foundations of our common life, but a step in making them
stronger than we found them.

BEACON PRINCIPLE No. 17

Al may find.
AI must help repair what it finds.
Humanity must understand, decide, and renew.

FIND TOGETHER. REPAIR TOGETHER. RENEW TOGETHER.
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